Unipass Identity – My Account
User Guide v2.1
This document outlines the functionality contained within the ‘My Account’ section of the
Unipass Identity website.
Data Classification: Public – The information contained in this document is intended for public use.
© Origo Services Limited
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1. Overview
The following User Guide describes the functionality contained within the ‘My Account’ section of the Unipass
Identity website:

You will be able to:

•

check the status of your Unipass Identity account

•

update your personal and / or security details

•

cancel an existing certificate and request a new Unipass certificate to be issued (if your existing
Unipass certificate has been lost / compromised)

•

re-activate the certificate collection process (if you fail to collect / renew your certificate within the
24-day collection / 30-day renewal timeframe)

•

verify your mobile number
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2. My Account
Your Unipass Identity account can be accessed by clicking on the ‘My Account’ tab on the Unipass Identity
website:

The following information / functionality will be displayed on the ‘My Account’ home page in a tiled format
which is easy to view and navigate (on both traditional PC’s and mobile devices):

•
•

•
•
•

Unipass Identity application status tile
Unipass certificate collection tile
(The text displayed on the tile and the associated functionality will depend upon the status of
the Unipass certificate associated with a particular Unipass Identity – e.g., ‘Collect my
certificate’, ‘Renew my certificate’, ‘Reissue my certificate’ tile)
‘User Guide’ tile
‘Change my details’ tile
‘Verify mobile number’ tile

The number of tiles that are active / inactive will depend not only on the status of your Unipass Identity
application but also on:

•
•
•

whether the organisation type / individual role combination that you applied under is
allowed to have a Unipass digital certificate
whether the certificate is ready for collection (or renewal) / has already been collected (or
renewed)

which browser you used to collect your Unipass certificate

Each of the tiles, and the associated functionality, will be explored in more detail in the following sections.
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i.

Unipass Identity application status tile

This tile shows a snapshot of the status of your Unipass Identity application and what actions (if any) are
outstanding. e.g.
‘My Account’ home page showing a Unipass Identity application where the required organisation / individual
vetting has not yet been completed:

‘My Account’ home page showing a Unipass Identity application where vetting has been completed but
approval is still needed from the Unipass Controller:
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‘My Account’ home page showing an approved Unipass Identity application where the Unipass certificate is
awaiting collection:

‘My Account’ home page showing an approved application where the Unipass certificate has already been
collected:
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ii.

Certificate collection tile

When the certificate collection tile is selected, a background check will be carried out to determine whether:

•

you already have a valid Unipass certificate

•

Your Unipass certificate is ready for collection / renewal

•
•

the collection / renewal period for your Unipass certificate has been exceeded
your Unipass certificate has been revoked / has expired

This will determine the text displayed on the tile and the associated functionality that sits behind the tile.

•

Unipass certificate has already been collected
If you have already collected your Unipass certificate, you will be offered the option to:

•

Reissue your certificate

The ‘reissue my certificate’ option should be used if your existing Unipass certificate has been lost /
compromised. You will need to give a reissue reason for this option.
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•

Unipass certificate that is ready for collection:
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•

Not collected / renewed their Unipass certificate within the 24 / 30-day period of collection / renewal
If you have not collected / renewed your Unipass certificate within the agreed timeframes, you will
need to re-activate your request to collect a Unipass certificate. e.g.

•

Renewal reminder issued:
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•

Revoked / expired Unipass certificate
If your Unipass certificate has been revoked or has expired, you will have the ability to request a new
Unipass certificate.
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iii.

Downloaded file password tile

When you collect your Unipass certificate using one of the following supported browsers - Google Chrome,
Microsoft Edge, Mozilla Firefox, or Safari, you will be required to enter a system generated password that
you will use to import and store your certificate on your computer.
Clicking the “Downloaded File Password” tile in My Account will show the below screen with the password you
can use to move your certificate to another PC. This password is automatically generated by our system and
cannot be edited.

Note: this tile is not displayed / required following certificate collections completed using Internet Explorer.

iv. Change my details tile
In order to keep your Unipass Identity secure, you will have to enter your Unipass username and PIN
characters to access this tile. Once you enter the ‘Change my details’ tile, you will be able to change any
details within the following sections:
•
•
•
•
•
•

Change my personal details
Change my username/passphrase
Change my registered mobile telephone details
Change my telephone security questions
Change my PIN
Change my email

Note: For the updated details to be saved, you will have to enter your Unipass username and PIN details
again after you submit the required changes. This will reduce the risk of someone being able to take over a
Unipass Identity account via an unattended device that is logged into the ‘My Account’ section of the Unipass
website.
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• Change my personal details
When you select this tile, you will be able to change any of the following details:

•
•
•
•
•

First Name
Last Name
Role
Landline telephone number
Branch postcode

Making changes to any of the key fields in a Unipass certificate (e.g., first name, last name, role, and branch
postcode) will mean that your existing certificate will need to be revoked and a new certificate issued.

Note: For the details to update you will have to enter your username and PIN details after you have
submitted the required changes.
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• Change my username/ passphrase details
When you select this tile, you will be able to change any of the following details:

•
•

Username
Passphrase

Please note: Due to the importance of the PIN information in the ‘Forgotten your username’ and
‘Forgotten your passphrase’ reset process, anyone who:

•
•
•

has forgotten all their security information (username, passphrase)
does not know their PIN information and
cannot answer their security questions (used for telephone verification) will be cancelled from the
system and will need to re-apply if they wish to continue using the Unipass Identity service.

Again, you will have to enter your username and PIN details after you ‘submit changes’ for the
details to update.
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Security detail reset screenshots
#1 – Username criteria:

#2 – Passphrase strength criteria
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#3 - PIN details criteria
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• Change my registered mobile telephone details
When you select this tile you can add, remove, and change your mobile telephone number and device type.

Note: For the details to update you will have to enter your username and PIN details after you havesubmitted
the required changes.
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• Change my telephone security questions
When you select this tile, you can change the security questions and answers.

Note: For the details to update you will have to enter your username and PIN details after you havesubmitted
the required changes.

• Change my PIN details
When you select this tile, you can change your PIN characters and description.

Note: For the details to update you will have to enter your username and PIN details after you havesubmitted
the required changes.
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• Change my email
When logging into Unipass Identity Provider enabled websites without a valid certificate on your device, you
can use your verified email address as a form of identification.
A verified email address is one that has been confirmed as belonging to you and that is ‘personal’ to you
(i.e., not shared and that only you have access to that mailbox).

1.1 Confirm your Email Address Details and Declaration then Click “Next”

Note: For the details to update you will have to enter your username and PIN details after you have
submitted the required changes.

v.

Verify mobile phone tile

In order to be able to use the new one-time passcode (OTP) functionality within the Unipass Identity Provider
(UIdP) authentication service, a user will have to have at least one registered and verified mobile phone
number.
One-time passcodes will be used for transactions that required a higher level of end user authentication.

• Starting point
This particular example shows a Unipass Identity account with no mobile phone numbers at all, however,
mobile phone numbers can be registered and verified separately, so a user may already have registered a
mobile phone number as part of their Unipass Identity application and will only need to follow the mobile
phone verification steps.
It will not be possible to use the one-time password (OTP) functionality for authentication purposes until a
mobile phone number has been fully verified
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• Mobile phone registration steps
Step 1 – Mobile phone number then click on ‘Next’ button:

Step 2 – Display change of details for confirmation, click on ‘Submit changes’

Note: At the same time as these changes are submitted, a Change of Details email - alerting the user to the
fact that details relating to their Unipass Identity have been updated - will be sent to the primary email
address of the Unipass Identity that has been updated – or the alternative email address, if the primary email
address is shared.
This will highlight any unauthorised / malicious updates to a user’s Unipass Identity account. Once a user
highlights any unauthorised / malicious updates to the Unipass Customer Service Team, these details can
then be removed from the user’s Unipass Identity account.
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• Mobile phone verification steps
Step 3 – As per instructions on red banner, click on the ‘Verify mobile number’ tile:

Step 4 – Click on the ‘Verify’ button
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Step 5 – Click on ‘Send a registration code’ button:

Note: This will send an SMS message containing a 6-digit registration code to the mobile phone device that has
been registered. The registration / authentication codes will be valid for 5 minutes in the live environment.
The period of validity for these codes will not be changed on demand from end users and will only be changed
with the approval of the Unipass User Group (TUUG).
In order to receive the registration code, the mobile phone needs to be in the possession of the user, switched
on and in an area that has sufficient signal for the device to receive an SMS message.

Step 6 – Clicking on ‘Send a registration code’ will display the following screen where you can enter the
registration code
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Step 7 – Enter the registration code sent to registered mobile phone number and click on the ‘Verify’ button:

Step 8a – Screen displaying successful verification:

Step 8b – Screen displaying unsuccessful verification:
Incorrect verification code entered:
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The registration has expired:

Step 9 – Fully Verified status
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3. Other useful information
The ability to test a Unipass certificate has been moved and is now available within the ‘Support’ tab on the
Unipass Identity website:
http://www.unipass.co.uk/Pages/Static/Support.aspx
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